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Preco uvazovat o detekcii anomalii?

Con e

Monitorovanie Kontrola Prediktivha Datova
procesov kvality udrzba analytika
« ZlepSenie « Diagnostika * Predikcia poruch na « QOdstranenie zlych
dostupnosti defektov na zariadeniach merani snimacov
zariadenia vyrobnej linke « Skracovania * Pochopenie
« Sledovanie spotreby « Optimalizacia zisku prestojov problémov s
energie cinnostou

« Spravovanie zasob
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Anomalie v prediktivnhej udrzbe

Funguje moje h
zariadenie Detekcia anomalii Potrebujem pomoc.
spravne?
J
A

Preco sa moje

Detekcia poruch

zariadenie sprava (Diagnostika)

abnormalne?

Jeden z mojich valcov je zablokovany.

J
~

UGG R rZ-1 B Odhad zostavajucej _ )
prevadzkovat sivotnosti (RUL) | Linka sa vypne o 15 hodin.

zariadenie? (Prognostika))
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Anomalie v prediktivnej udrzbe

Vacsina organizécil’]

zacina tu
e <
Funguje moje V
zariadenie Detekcia anomalii
spravne? i
< Narasta:

Zlozitost algoritmov
Mnozstvo dat
Prospech pre spolocnhost

Prec¢o sa moje

Detekcia poruch

zariadenie sprava (Diagnostika)

abnormalne?

J
~

UGG N L1 B Odhad zostavajuce)
prevadzkovat’ zivotnosti (RUL)
zariadenie? (Prognostika)

‘\’

Ale nakoniec sa ]

chcu dostat sem
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Anomalie — spravanie odchylujuce sa od ,normalu®

-
600 .v~ww\./~~" (e ) § J__-/“W-w\w

Time

Kratke jednotlive Kolektivhe anomalie vo Vizualne anomalie
anomalie v signaloch viacerych signaloch v obrazkoch

Deje sa nieCo, €o sa diat nema”?
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Pristupy detekcie anomalii v signaloch

XBAR control chart

0.3

. Statistika & vzdialenost ﬁ | |2y
— changepoint detection, outlier detection, robust R =
covariance, mahalonobis distance, matrix profile . A/\/JW
. . . 01} L\/‘/ V
» Specializovana Al modely, One-Class Al _
— TCN network, CNN network, dual-encoder, ... S
— autoencoders, one-class SVM, isolation forest s Histograms of Anomaly Scores for Isoation Forest

Threshold = 0.67781 |

0.06

« Zoskupovanie (Clustering)
— k-means, gaussian mixture models, self-organizing
mapS, e ooz

001

0.3 035 0.4 0.45 0.5 0.55 0.6 0.65 0.7
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Pristupy detekcie anomalii v signaloch

Skiumanie dat

Skumanie vzorov a anomalii v
existujucich historickych datach

Moznée ciele:
Pochopenie spravania sa systému v minulosti
Skdmanie kvality a vhodnosti dat
Oznacenie historickych dat
Rozhodovanie sa na zaklade dat

Historické :

Tvorba Al algoritmu

Trénovanie Al modelu na historickych
data a rozhodovanie na novych datach

Mozné ciele:

= Tvorba automatizovaného monitorovacieho
systému pre zariadenia

= Nasadenie algoritmov na zariadenia

= Rychla odpoved na anomalie

Historické Trénovanie

Data Al Algoritmu FERlEE
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Detekcia anomalii porovnavanim vzdialenosti
P R2024b

Detekcia opakujucich sa vzorov
anomalii v Casovych radach

* Indikacia anomalii :
— motifs — bezné opakované sekvencie b " sl A SR
— discords — jedine¢né sekvencie I ' r T =]

* Nevyzaduje £ o by W o gy e
— trenovanie modelu, oznacCovanie dat ‘ , subs:uem

* Funkcie F”’ i %e,*?%;kgf_aﬁagég;-i-a.;g-?a;{ﬁggé;‘aﬁiﬁ,ﬁ;;,ir.i. b i e

300

 similarityDistance
 distanceProfile

* matrixProfile

» findDiscord, findMotif
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Ukazka: Anomalie v pride servomotora
heel IR Photoin
» Uloha
_ najst anomalie v historickych datach —
— ¢asova rada prudu servomotora

— anomalie su v Casti dat

» RieSenie

— stanovenie diZzky okna

0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

— skimanie dat interaktivne

Matrix Profile

—-
o
T

» distanceProfile

— Identifikacia oblasti najvyraznejsich anomalii £ ﬂw A/ i |
a 4 N | \ f ‘ | i T
« matrixProfile A Wﬂ\/) J\W . WWWWW 1]

1 Il 1 1 1 1 Il L 1
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
Time
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Detekcia anomalii pomocou Al

e ~N Feature Engineering Al
Acquire Data
f ™ . L
Generated \ Develop Detection or PredictionMo
Data .
Identify
. A
|:> Pre:;r{;cess |:> Condition |:> Train Model |:> Fiplnyt& =
[ R ata Indicators ntegrate :
-t* Sensor Data T i i
I / i
I
I
I

(¢
\_L
/
3

10
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Detekcie anomalii pomocou One-Class Al

11

* One-Class Support Vector Machine (SVM)

— identifikuje hyperplochu, ktora dobre zachytava
normalne data a oddeluje ich od anomalii

* |solation Forest

— rekurzivne rozdeluje binarne data; anomalie
vyzaduju menej deleni pre oddelenie od
normalnych dat

« LSTM Autoencoder

— Vvyuziva neurdnovu siet uses na kompresiu a
rekonstrukciu normalnych dat; anomalie sa
identifikuju chybou pri rekonstrukcii

&

£ THUMUSOFT

HAR Qutlier Detection via One-Class SVM

. Observation 4
T Support Vector [+
P —
R ey

1

0.2 0.4 0.6 0.8 1 12 1.4 1.8 1.8

Input data
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Detekcia anomalii pomocou Deep Learning modelov
R2025a

* Predpripravené detektory — Predictive maintanance toolbox

— tcnAD (TCN network), usAD (unsupervised dual-encoder network)
— deepantAD (CNN network), vaelstmAD (variational autoencoder + LSTM)

Normal Test
data data

‘ Trained ‘ hnomaly
Detector

' y
Create Detector . Threshold Detections .
zdetector= train detect plntHFiLlsﬂtfgram .

---------------------------------

......................

12



Ukazka: Trénovanie TCN detektora anomalii

» Uloha
— detegovat anomalie v signaloch

— trénovat’ a testovat TCN detektor

* Riesenie
— nacitat’ signaly (normalne, s anomaliami)
— vytvorenie objektu detektora
— natrénovanie detektora
— vyuzitie detektora na identifikaciu anomalii

— zobrazit’ vysledky

13

Score

Channel 2 Channel 1
L= =

Channel 3
(==
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Co je to automatizovana vizualna indpekcia?

“Automatizovana vizualna inSpekcia je obrazova alebo
vizualna kontrola vyrobnych dielov, pri ktorej kamera skenuje
testované zariadenie z hladiska poruch a chyb v kvalite."

Automated Defect Detection
Machine Vision Optical Inspection
Automated Inspection

14
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Typicky system vizualnej inSpekcie

vt o Coome,  Eowamer | Eueint

Inspection Cameras

Image Analysis

"l

'__;,'/‘1 :
v g

15 Defective Parts



Klasické spracovanie obrazu

4\ Color Threshelder - m} x
THRESHOLD
11 - ackground: !
\%I [!ﬂl E @ Background Color: . m Fasoine [ | F‘J>
Load Image | New Color Space ||Invert Mask Reset Background Opacity: Show Binary || Live Update Hide Paint Cloud | Export
- Thresholds -
LOAD IMAGE COLOR SPACES MODIFY MASK VIEW MASK LIVE UPDATE POINT CLOUD EXPORT
HSV %
S
H
' 0 05 1
v
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LIE ]
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Create mask by selecting polygon tool on point cloud and/or by adjusting the sliders.

Color Tresholder

4\ Image Region Analyzer

@
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EXPLORE

I%I [0 Exclude Border DB = rA'l>
Load Image | [] Fill Holes Filter Choose Export

- Properties « -
LOAD IMAGE ADD/REMOVE PROPERTIES

Region Properties

Analyze Regions

Area + | Circularity EulerNumber

39461386 042819 -6968

69331 0.3721 -212

605 08141 1

445 0.8594 1

427 0.3537 -5

u - 399 0.8931 1
b4 -

& - 210 0.4738 -1
b4 -

-» - 174 0.3265 0
-

- 168 0.2493 -4
-* -

17 0.2810 1

n 108 00793 1

105 02154 1

S0 0.3470 1

62 0.3566 1

40 06065 1

38 0.4509 -1

34 0.3986 1

30 0.1863 1

30 0.3114 1

Image Region Analyzer
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Aplikacie na ulahcCenie prace

IMAGE PROCESSING AND COMPUTER VISION

2 686 6 % B & &

Camera Color DICOM Hyperspectral
Design Get More Install Package Calibrator Thresholder Browser Viewer
App  Apps  App  App
®* @ &
L AL ]
Image Image Batch  Image Browser Image Labeler
Acquisition Processor
=
d @& 't
=]
Image Region Image Image Yiewer Lidar Camera
Analyzer Segmenter Calibrator

B £

Lidar Labeler Map Viewer OCR Trainer Registration

Estimator
i @ ® .
|
— | CONTROLS ‘
Sterec Camera Video Labeler Video Viewer Yalume 4 Export Images
Calibrator Segmenter _ .
= Generate Function

Yolume

Viewer

17




Typy detekcie defektov
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Edge-Loc

Edge-Ring Near-full

F3
o

Klasifikacia defektov

18

(a) PCB with mouse bite.

Pocitanie, pritomnost' a lokalizacia

objektov

Original Image = Anomaly Score Heatmap

Detekcia anomalii




Klasifikacia defektov
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Edge-Loc

Near-full

Edge-Ring

.3
o

Klasifikacia defektov
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(a) PCB with mouse bite.

Pocitanie, pritomnost a lokalizacia

objektov

Original Image = Anomaly Score Heatmap

Detekcia anomalii
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Vytvorenie CNN v prostredi MATLAB

| T s N s B s |

Deep Network Designer Pripravené funkcie Prisposobenie na mieru

r— r— r— r—

layers = [imageInputlLayer(inputSize)
convolution2dLayer(filterSize,numFilters)

OEEE:ER: ;e i

= = reluLayer()

: jm maxPooling2dLayer(poolSize)

Qe m- fullyConnectedlLayer(numClasses)

B o

= PR e 4 softmaxLayer()];

ucenie : - : : 0. ., e 1 .

v TAMCi options = trainingOptions('sgdm"); uzivatelské slucky pre ucenie sieti

aplikacie net = trainnet(data,layers,lossFcn,options); | automaticka diferenciacia
zdielané vahy

scores = minibatchpredict(net,newData); uzivatelské stratové funkcie

label = scores2label(scores,classNames)

vhodné pre vacsinu uloh GAN, CGAN, siamskeé siete, ...
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Priklad: Tvorba jednoduchej siete

Positive

« Uloha

— klasifikovat’ defekty v betone ' i .

— vytvorit jednoduchu CNN siet

Positive

Negative

 RieSenie

— nacitanie a vizualizacia dat

— rozdelenie dat na trénovacie a testovacie

— definicia vrstiev siete

True Class

— nastavenie vlastnosti trénovania

Paositive

— trénovanie siete

— vyhodnotenie presnosti siete =T

Create Simple Deep Learning Neural Network for Classification

21


https://www.mathworks.com/help/deeplearning/ug/create-simple-deep-learning-network-for-classification.html

Pocitanie, pritomnost a lokalizacia objektov

&

£ THUMUSOFT

Klasifikacia defektov

22

(a) PCB with mouse bite.

Pocitanie, pritomnost a lokalizacia

objektov

Original Image = Anomaly Score Heatmap

Detekcia anomalii
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PocCitanie, pritomnost’ a lokalizacia objektov

- ...

i . . .

e . . .
- . ' Spur

(a) PCB with mouse bite.

Spurious

copper

Fig. 11. An example of the training data for neural network. All the
resolutions of the images are resized to 64 x 64.

23 https://arxiv.org/abs/1901.08204
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Detektory objektov

Decode
Predictions

Feature Map
Predictions

Region proposal network (RPN)

Feature Extractor ‘Object Classificafion

Instance Segmentation

Bounding best
refinemert layer

Classification

. Features ﬁ
- ROI Align Classification
— — Layers

l |

Region proposal network (RPN)

Layers

Feature Extractor Object Classification

YOLO v2
F = \

YOLO
Network
//f/
L Feature Map
Predictions
YOLOV3
YDLD
NEMDTK Pretichons
L Feature Map
Predictions
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Detekcia objektov s YOLOX

YOLOX Network

- decoupled head, anchor-free

Classes of
pR— Bounding
' Boxes
I_II-Z_ /
....... Bounding B
:f::ji:: - R Locations
\J (x,y,w, h)
/ Bounding B
/ / - Objectness
V.4 Scores (loU)
Backbone Network Feature Pyramid YOLOX Decoupled Detection Head

detectorin = yoloxObjectDetector();
detector= trainYOLOXObjectDetector(dsTrain,detectorln,...);
detectionResults = detect(detector,dsTest);

25
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Ako oznacime nase data

imageLabeler | | groundTruthLabeler | signalLabeler

—

lidarLabeler

0:0000000 | 04:ZZ0000  O7:236000 072300000 tiolclolo

| St Tme Curent T axTme

26



Ukazka: Detekcia objektov

« Uloha

— hladanie objektov v obrazku

— tréenovanie YOLOX detektora

* Riesenie
— oznacenie obrazkov na trénovanie
— priprava dat na trenovanie
— tvorba detektora objektov
— natrénovat detektor

— vyhodnotit presnost

« Alternativa — Detect Defects on PCB

27
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MO s
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(3|25
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, Confidence = 1.0

-

s :- : | placka, Confidence = 1.0



https://www.mathworks.com/help/vision/ug/detect-pcb-defects-using-yolox-deep-learning.html

Detekcia anomalii
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Center

Edge-Loc

Near-full

Edge-Ring

F3
o

Klasifikacia defektov

(a) PCB with mouse bite.

Pocitanie, pritomnost a lokalizacia

objektov

Original Image

Anomaly Score Heatmap

Detekcia anomalii
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Automated Visual Inspection Library

* Doplnok Computer Vision Toolbox

* Praca s detekCnymi sietami naihe
— EfficientAD M ey
— PatchCore =
— FastFlow
— FCDD

— YOLOX

i—rlll.l_l'll_lll I.]I;l:

y Soore

Mazan Anodma
i
A 1
iy |

— zobrazovanie vysledkov a metriky g | e

* Vyhodnotenie

— prahovanie, mapa anomalii

» Priklady, vratanie trenovania po Castiach
Automated Visual Inspection

29


https://www.mathworks.com/help/vision/automated-visual-inspection.html
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Detekcia anomalii pre nevyvazene data

Len dobré obrazky na trénovanie

Automatické nastavenie prahu anomalii

Predikcia dobré/zlé pocCas inferencie

Podporované pristupy
— EfficientAD
— FCDD (malé mnozstvo chybnych)

good
— FastFlow

— PatchCore
— PaDiM
— One-class SVM

30
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Vybrané detektory anomalii

Local Map Local Map
Teacher » B - -
. - Diff-» . | Diff »
oo g
Sl ‘ Global Map Global Map | =03 “Z
&
| Diff > i » [
erﬁl(l:(;)er —’ i elﬁl(l;dzr -’m— - =<0
Upsampl,',,g
Fully convolutional data description (FCDD) EfficientAD
High score Low score Pre-trained CNN
A S\ i M bank
1% J  pomamen ¢ oo o - Memory bank
s ort distance

vector

5. .| (e
Per pat
N @ Y e—) | 0 e ‘ ® o g S
: oot e : Normal

Subsampling by
e ¢ ..

- " ) h Testimage ° the greedy method ° O
e feature vector ® o o Long Distance
e e : Abnormal

Obtain Feature maps §
from hidden layer output e

Feature One-class N\
B o

One-class SVM PatchCore

31
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Hladanie prahov
° anomaIVThreShOId Ideal mode| FoCAUC 0T
Y A - ' e ® Thresh=0
— zalozené na ROC krivke
- All abnormal
08} ol
()
= 7
e
| & Figure 10 = = -a | 06 F ///
T7AUF) |BEE FRV) EAWN V-IT) TAZEYTD) 94VEIW) ANILTH) k] no_ ///
Nade|G0ErE : ’,
. - | ROC Curve o 7
04t y
45 ar » E ///
| i I_ //
[ 47 0.8 02k ///
35 -,02_), /,’
3t 'gn.s - 27
g a 7
ar o of ¥~ True (AUC=0.9788)
| 2r =0 Thresh>« ® True Operating point
st | ’ | All normal o 02 04 06 08 1
" ! False Positive
[ 05 of
|
I 2 25 3 35 4 45 5 tlu n‘7 na 9‘5 08 1
Mean Anomaly: Score ) False Positive _
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https://www.mathworks.com/help/vision/ref/anomalythreshold.html
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Vizualizacia a analyza vysledkov

Kvantitativhe vyhodnotenie Kvalitativhe hodnotenie

evaluateAnomalyDetection viewAnomalyDetectionResults

. Confusion matrix

= precision, recall, f1score .
Accuracy: 091176

= Zobrazenie obrazkov a map anomalii
Histogram, Confusion Matrix

Anomaly 5
©
S e
8 =
s D

-

O

Normal 13 47

Anomalv Normal
Ground Truth
GlobalAccuracy MeanAccuracy Precision Recall Specificit e :

0.91176 0.87431 0.91447 0.96528 0.7833%

33


https://www.mathworks.com/help/releases/R2023a/vision/ref/viewanomalydetectionresults.html
https://www.mathworks.com/help/releases/R2023a/vision/ref/evaluateanomalydetection.html
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Detekcia anomalii

* Stratégie detekcie a Autoenkodery

Vstupni obrazek Vystupni obrazek

)®® 0 eoeoococo e o0l
)o0® 0 0ee0eececococe®®’
o0 0eeeececocoe el
' e00e0eeoo0e000
00000000000
e0 000000000’
J e0 0000000000’

)® ® 00000000 ®09
)00 0 0eeceoo0o0000o 08

i it

\

Y
Encoder

(=)
Pri inferencii... \j/

Normalny obrazok Abnormalny obrazok
— rekopst_ruovany korektne ( — rekonstrukcia nie je korektna
— rozdiel ide k nule — najdenie anomalie v rozdielovom obrazku

34


https://www.mathworks.com/discovery/anomaly-detection.html
https://www.mathworks.com/discovery/autoencoder.html
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Ukazka: Detekcia anomalii

ccuracy: 0.99826

« Uloha

— detekcia a lokalizacia anomalie

Anomaly

— trénovanie detekénych sieti

 RieSenie

0 1 2 3 4 5 6 7

Anomal Normal
Y Mean Anomaly Score

Predicted Class

— nacitanie a rozdelenie dat
— definicia detektora

— trénovanie detektora

— nastavenie prahu

— vyhodnotenie modelu

35
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Nasadenie na hardvér a r6zne platformy

¥
2

Nasadenie algoritmov

Integracia s IT/OT systémami
v cloude, generovanie C/C++
kodu pre spracovanie v
realnom Case

/‘ Embedded Hardware \

C/C++

r HDL
L J

Structured Text

|

@ F i B
N * Y

Cloud & Enterprise
2 )

¥ L
@databricks {' F DOMINO
=/

% [TEGEGGEG kubernetes
CLOUDZRA
't DEVELOP P @ OSlsoft.
Psgi %, y
i 5 kafka
GRHub Development oij, Operations OPERATE
= € Microsoft Azure 1
= %, X
BUILD o .
28 SMQTT
circleci TEST MONITOR
@ Travis Cl Whaocibus
iitableaw Im Power BI

J Azure DevOps @ rrometheus TIBC Spotfire

@ aws

\ docker

/A Azure

) Google Cloud /
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Dakujem za pozornost



